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01 April 10, 2017

02 June 17, 2019

03 November 16, 2020

04 June 15, 2021

05 March 02, 2022

06 February 08, 2023

07 March 27, 2024

08 March 20, 2025
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Enterprise Goals
Alignment Goals

Governance and Management Objectives
Enablers/Components

COBIT 2019 - Design Factors
Focus Area
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BSC
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(IT Compliance)

 (Data Privacy) 

ISO-IEC(27001/2)
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Outsourcing In-sourcing

Off-site, Near-site, Off-shore, On-site

Service Levels
Audit Right

(Outsourcing)

Quality Requirements)
)

(Asset Management)

(Project Portfolio 
Management)

(Change 
Management)

(User Access 
Management)
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(Change 
Management)

(Laptop, PDA, Smart
Phone, USB Memory
Cards, …etc)

(User Access 
Management)

(System Development 
Life Cycle)

(Service Level
 Management)
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النطاق الغرض اسم السياسة

On- Line Data) 

(Retention)

(Purchasing)

 

(Remote Access)

(Back-up and 
Restore)

(Frame relay, ISDN, 
VPN, DSL, MPLS)

(Public Branch
 Exchange)



15

النطاق الغرض اسم السياسة

(Networks)

(Firewalls
Firewalls) (Firewalls)

(Wireless 
Networks)

(DMZ, Proxy, External 
DNS, VPN, Routers, 
Switches, Servers…etc)

(Penetration 
Testing and 
Vulnerability 
Assessment)

(Public Branch
 Exchange)
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 RACI Chart 5
6
7
8

Risk Universe, Appetite and Tolerance 9
10

 Risk Taxonomy 11
Risk and Control Activity Matrix RCAM 12

13
MIS Report 14
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21
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